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L INTRODUCTION

Amicus Curiae, The Regents of the University of California submits this brief in
support of Section IV.F of the United States’ Proposed Final Judgment and Order (“Judgment”),
which addresses the disclosure and publication of tobacco industry documents. The University
of California at San Francisco Library maintains the Legacy Tobacco Documents Library
(“LTDL”), and British American Tobacco Documents Archive (‘BATDA”). These archives
collect tobacco industry documents that have been released through settlements or otherwise and
make them permanently and freely available to researchers and the public on the Internet. The
LTDL and BATDA have become standard sources through which researchers, policy makers, the
public, and litigants obtain access to these important materials. Tobacco documents archived in
the LTDL and BATDA have been extremely valuable to scholars studying tobacco control
issues, and numerous books and hundreds of scholarly papers have relied on them. For that
reason, the University strongly supports the continued and additional disclosure and publication
that would be mandated by Section IV.F of the Proposed Judgment.

The University has faced persistent and recurring problems obtaining access to
tobacco company documents, despite the mandate of earlier settlements that they be disclosed.
Other issues have limited the usability of those documents that have been disclosed. Many of
these problems can be avoided in the future by including appropriate provisions in the Judgment.
This Brief secks to identify some of the circumstances that have hampered access or usability
and to propose solutions. In addition to these technicat fixes, there are a few additional
provisions that the University believes are critical to continued free and open access to these
documents. Most important of these is establishment of an efficient, expeditious procedure
through which members of the public can obtain adjudication of disputes regarding the
defendants’ compliance with the provisions of Section IV.F. In the absence of such procedures,
defendants have little incentive to be responsive when users identify problems. Industry

unresponsiveness has undermined the value of document disclosure mandated by prior



settlements, and this Court’s Judgment should include provisions to prevent the same from
happening here.

IL INTEREST OF AMICUS CURIAE

The Regents of the University of California is empowered by Article IX, section 9
of the California Constitution with governance of the University of California (“UC” or “the
University”). UC is the largest public research university in the United States. Its San Francisco
campus is one of the world’s premier health sciences research and educational institutions. The
University’s interest in this matter stems primarily from its role as the custodian of the Legacy
Tobacco Documents Library and British American Tobacco Documents Archive at the
University of California, San Francisco (“UCSF”). That role has given the University insight
into both the value of the sort of document disclosure mandated by the United States” Proposed
Judgment and the potential problems that can arise in making documents readily accessible to

scholars and the public.

A. The University’s Tobacco Documents Library

The UCSF Library early recognized the scholarly value of tobacco company
documents. It began archiving such documents in 1994, when thousands of pages of Brown &
Williamson Tobacco Corporation documents were provided unsolicited to UCSF Professor
Stanton Glantz, who donated them to the UCSF Tobacco Control Archives. Those materials
were the subject of a suit in San Francisco Superior Court (Brown & Williamson Tobacco Corp.
v. Regents of the University of California (Super.Ct. for County of San Francisco, No 967298))
in which Brown & Williamson sought to permanently remove the disputed material from the
Library and to obtain the names of Library patrons who had accessed the material. Brown &
Williamson’s suit was based largely on its claims that the documents were subject to attorney-
client or attorney-work product privileges. In rejecting Brown & Williamson’s request for an

injunction barring disclosure of the documents, the trial court found:

But the nature of what is being requested would in fact impinge
upon public discussion, public study of this information, which has
a bearing on all kinds of issues of public health, public law,



documents which may be taken to suggest the advisability of
legislation 1n all kinds of areas.

So, there is . . . a very strong public interest in permitting this
particular information, judging from what has been shown in the
papers, as to what it concerns, permitting this information to

remain available for use by the university or by others who may
obtain it from the university.

Id. Preliminary Injunction Hearing Transcript at pp 58-59 (May 25, 1995) (available at
http://www library.ucsf.edw/tobacco/litigation/bwver.pdf). In June 1995, the Library responded
to intense public interest by publishing the documents on the World Wide Web. The documents
are now part of the LTDL.

The then-pioneering idea of publishing tobacco industry documents on the Web
has become a key feature of major settlements in tobacco control litigation. Building on the
Minnesota Settlement, the Master Settlement Agreement (“MSA”) provided for online disclosure
of tobacco industry documents from the seven settling American defendants, American Tobacco,
Brown & Williamson, Council for Tobacco Research, Lorillard, Philip Morris, RJ Reynolds, and
the Tobacco Institute. See United States’ Proposed Findings of Fact (“USPFOF”), Section V,

9 288, and record citations therein. In January 2002, the UCSF Library launched the Legacy

Tobacco Documents Library (accessible at http://legacy.library.ucsf.edu), which provides

researchers and the public with uniform, free, instant Web access to all of the available
documents in a permanent, stable, user-friendly system. Thanks to funding from the American
Legacy Foundation, the LTDL will, unlike the industry sites, exist as a permanent source of
public access. (Under the MSA the settling tobacco companies only have to maintain their sites
until 2010.) Once a document is added to the LTDL each document is accessible through a
permanent Internet address (URL) unique to that document. The LTDL permits users to search
all industry collections in a consistent way instead of requiring users to navigate seven different
company websites, each with different search interfaces. The University also maintains the
privacy of users by not tracking their behavior or recording which documents they download.
The Library first created the LTDL with data provided by the National Association of Attorneys

General. Initially, the LTDL comprised roughly 4 million documents. Today the 1. TDL houses



more than 7.5 million documents and continues to grow as more documents are released by the
industry on its websites as required by the MSA.

The project to collect, digitize, and make publicly available British American
Tobacco Company (“BATCo”) documents required a separate effort, since BATCo is not a party
to the MSA and did not create a website to house its documents. Instead, the documents were
available for viewing only under very restricted conditions at a depository in Guildford, England.
UCSF librarians and researchers collaborated with researchers at the London School of Hygiene
and Tropical Medicine (“LSHTM”) and at the Mayo Clinic (“Mayo”) to generate grant funds,
then requested copies of the documents in the Guildford Depository and scanned and indexed
them. Unlike with the creation of the LTDL, funds were necessary to acquire paper copies of
documents, scan them to create electronic copies of the documents, create indexing information
(what librarians call “metadata” information such as title, date, author and keyword), track

documents acquisition, and create a separate online digital archive, the British American

Tobacco Documents Archive (“BATDA,” accessible at http://bat library.ucsf.edu). With funding
from the Flight Attendant Medical Research Institute, the Wellcome Trust, and the National
Cancer Institute, UCSF launched BATADA in October 2004, with 250,000 documents; today
BATDA includes about 691,000 documents and is currently growing at a rate of 8-10,000
documents each week.

Between January 2002, and August 2005, the LTDL has logged more than 1.4
million visits with users downloading more than 2.7 million documents. Between October 2004
and August 2005, the BATDA has logged more than 49,000 visits with visitors downloading
more than 211,500 documents. In addition to academic and policy researchers, LTDL and
BATDA users include government agencies, tobacco control advocates, educators, students, and
litigants. The UCSF Library has become known internationally as the stable, permanent home
for tobacco industry documents; the journal Tobacco Control already requires authors citing
tobacco industry documents to use LTDL and BATDA permanent URLs for each document and

other journals accept this citation format.



Because of its role as a key custodian of tobacco industry documents, the

University has a strong interest in maintaining and expanding public and scholarly access.

B. The University’s Experience With Tobacco Industry Document Collection

The University has extensive first-hand experience with issues that can arise with
industry document disclosure. In addition to providing permanent, constant, uniform access to
tobacco industry documents, the UCSF Library has functioned as a de facto quality assurance
team for data posted by the industry on the individual companies’ documents websites and, in
some cases, for iterns deposited in the Minnesota Depository. The University has faced a series
of recurring problems in obtaining access to documents from tobacco industry websites or
depositories that could be avoided or addressed by including appropriate provisions in the
Judgment disclosure provisions.

The UCSF LTDL has an on-going program of adding documents to its collection
as they become available from various sources, particularly the websites that the tobacco
companies are required to maintain by the MSA. Additions to the LTDL are made by regularly
searching the industry sites for new documents using automated computer programs to retrieve
new document images and indexing data as they are added to industry websites. (The computer
programs, called “spiders,” work by mimicking a user doing a database search for documents
recently added to a website.) Collecting documents in this way requires that Library staff verify
data and images associated with each document. Missing, altered, or incorrect data require staff
time to troubleshoot and resolve. Moreover, because data collection “spiders” mimic user
behavior, unexpected, undocumented, or unannounced changes made by the tobacco companies
to their website functionality, whether intentional or accidental, create difficulties and delay data
collection.

The Library has made providing and maintaining public access to tobacco
industry documents a high priority and thus has invested substantial resources to ensure that data
posted to the industry sites are correct and that document images are in fact accessible. This has

been important for assuring meaningful access because few outside the UCSF Library have the



expertise and resources to identify systematic problems on the mdustry websites; even fewer
have the knowledge or connections to remedy those problems. The industry documents websites
provide no means for users to report problems. The typical user of these sites has no recourse for
reporting problems such as missing documents or challenging inappropriate claims of privilege,
much less resolution of such a challenge.

Since February 2002, Library staff has spent approximately one person-year
identifying, documenting, and seeking correction of problems created by bad data or broken or
altered website functionality on the industry sites. The Library’s experience has given it an
important frame of reference for assessing the requirements of an effective document disclosure
regime. For example, in one case, staff noticed that metadata for thousands of documents was
partially missing from the Council for Tobacco Research (“CTR”) documents site. Staff
eventually supplied lawyers for the CTR with copies of thousands of database records to replace
data inadvertently erased by the company maintaining that website. It took several months for
the data to be reloaded to the CTR site.

On numerous occasions Library staff has identified missing or “damaged” images
of documents that fail to download and thus are essentially unavailable. In many cases the
unavailable items have affected tens of thousands of document pages. UCSF Library staff has
worked with staff at the California Office of the Attorney General in an effort to resolve these
issues; resolution has ofien taken several months and, in one case, well over a year. Some items
have yet to be satisfactorily resolved.

The Library has found in particular, the problem of missing e-mail attachments
are a troubling, recurring, and unresolved issue. Thousands of the most recent documents posted
to the industry sites are copies of e-mail messages. Such messages frequently refer to or request
comments on attachments such as word-processing documents, slide presentations, and
spreadsheets. Other e-mails transmit attachments with the responses. The e-mail messages
themselves contain little information; the attachments, which are frequently missing from the

industry sites, contain the data, ideas, programs, plans, and so on, that is of interest to the



research community. This practice of failing to include the attachments effectively thwarts the
intent of the Minnesota Settlement and MSA to provide full disclosure.

The University also has extensive experience with access problems with industry
document depositories. The University has experienced the well-documented problems with
access to the British American Tobacco Company’s Guildford Document Depository (discussed
below) in its attempts to acquire the Guildford documents for its collections. Although
difficulties at the Depository established as a result of the Minnesota Settlement have been less
severe, the University has experienced extraordinary delays and problems getting access to some
documents even in Minnesota. For example, BATCo’s lawyers stopped for 8 months the
University’s scanning of some 860,000 pages of documents that had been produced in this action
and deposited by BATCo in the Minnesota Depository. This interference resulted in a delay of
up to 1 year in providing meaningful public access to these documents through the BATDA
website. BATCo’s lawyers have also withdrawn some documents from the collection requiring
the Mayo Clinic to seek intervention by the Supervising Court in Minnesota.

Completion of a second scanning project has been delayed at least 3 months while
Depository staff waits for Liggett & Myers representatives to “correct” (replace missing pages,
etc.) 2 dozen boxes of documents. (These documents are currently not available on any Internet
website.) UCSF Library staff for a third project, which seeks to preserve multimedia items such
as videotapes, audiotapes and other electronic media in the Minnesota Depository, identified
hundreds of missing multimedia items. Although the companies have been notified of the
missing items, the items remain missing and the public has no recourse.

As a result of its role as the world’s leading archivist of tobacco industry
documents, the University has perhaps more experience than any other entity with the technical
and other problems that can undermine the value of tobacco industry document disclosure. That
role also gives the University a strong interest in ensuring that document disclosure effectively
provides the broadest public and scholarly access to important industry materials. The

University has a unigue, highly informed perspective on the appropriate provisions of any



document disclosure requirement that it believes can be of substantial assistance to the Court and
the parties in this hitigation.

IMI. THE IMPORTANCE OF DOCUMENT DISCL.OSURE

The availability of tobacco company documents has been paramount in
monitoring and understanding the behavior of the tobacco industry, scholarship, public policy-
making, and general understanding of issues related to tobacco and tobacco control. Public
access to tobacco industry documents has generated more that 350 peer-reviewed articles
published in the world’s most prestigious medical and public health journals, including Journal
of the American Medical Association, British Medical Journal, American Journal of Public
Health, and The Lancet. These scholarly works have contributed substantially to the medical,
public health, and public policy knowledge and understanding of the tobacco industry’s half-
century long campaign to “create controversy” about the scientific evidence linking smoking and
later second-hand smoke, and disease, to prevent effective public policies to reduce tobacco use,
to target children, teens, and disenfranchised groups through its marketing campaigns, and much
more. See USPFOF, Section V 49 283-85, and record citations therein; see also Exhibit A to this
Brief, which contains a list of scientific publications citing tobacco industry documents.

Document disclosure will advance public knowledge and scholarship not only for
its own sake, but will advance the Proposed Judgment’s goal of preventing future misconduct by
the industry. Investigation of tobacco company documents for the purposes of disclosure or
scholarly and public interest have been effective in exposing deceptive practices and strategies of
the tobacco industry in areas touched upon by this case such efforts to mislead the public about
the effects of active and passive smoking, industry knowledge of and actions related to nicotine
addiction and smoker compensation, and industry strategies for marketing and youth smoking.
See USPFOF, Section V, 91 283-85, and record citations therein. For example, researchers have
identified such industry practices as working to reverse or delay smoking restrictions, subverting
research of bodies such as the US Environmental Protection Agency, World Health Organization

and the International Agency for Research on Cancer, refusing to acknowledge health



consequences of smoking, colluding to create “controversy” about the health effects of second-
hand smoke, and engaging in contraband activities. See Exhibit B, which lists and describes
some of the research publications bearing on these issues. Of course the first step in combating
such practices is to identify them. The access of scholars, tobacco control advocates, and
memberts of the public to tobacco industry documents allows these groups to serve as an
important source of information that will increase the Independent Investigations Officer’s
(“10’s”) ability to monitor defendants’ compliance with the Judgment.

For these reasons, the University supports the Government’s request for continued
disclosure of documents to the Minnesota Depository and to documents websites for all
defendants, including Liggett & Myers and BATCo, who are not required to maintain such

websites under the current agreements.

IV. INTERNET DISCLOSURE OF DOCUMENTS IN THE BATCO
GUILDFORD DEPOSITORY SHOULD BE EXPRESSLY REQUIRED

As summarized above, the LTDL was created based on the documents released as
part of the Minnesota Settlement and MSA. BATCo is not a party to the MSA and has dechned
to maintain a documents website. See USPFOF, Section V, ¥ 289 and record citations therein.
However, the Minnesota Settlement required BATCo to make 6-8 million pages of documents
produced in that case available to the public, which it has done by creating a document
depository in Guildford, England. See USPFOF, Section V. § 294 and record citations therein.
BATCo has erected numerous obstacles to researchers seeking to examine material in the
Guildford Depository and has denied reasonable access to the documents there. Health
Committee of the UK House of Commons, The Tobacco Industry and the Health Risks of
Smoking (hereafter “UK Report” 32241213-1295 at 1282 (US 93249). In order to view the
BATCo documents, researchers have been required to travel to Guildford, England where
BATCo unreasonably lmits the hours of public access and the number of researchers permitted
access to the documents at any given time. UK Report at 32241282, The available document

indices give no useful information about the 8 million pages stored in the Deposition. UK



Report at 32241283, Furthermore, BATCo has used the Guildford Depository to collect
information on individuals and organizations who seek documents there and on the specific
documents that they select for copying and review. USPFOF, Section V, 9 286; see also Muggli
ME, LeGresley EM, Hurt RD, Big Tobacco Is Watching: British American Tobacco’s
Surveillance and Information Concealment at the Guildford Depository, Lancet 2004,
363(9423): 1812-1819.

In an attempt to circumvent these access barriers, the UCSF Library has worked
for several years (with Mayo and LSHTM) to acquire all the Guildford documents and make
them available on the web as the BATDA online digital collection. BATCo has refused to
provide electronic copies of the documents or detailed electronic indexes. See UK Report at
32241282-1283. Instead, staff from UCSF, Mayo and LSHTM have been required to visit
Guildford over a period of 3-4 years and request each of approximately 42,000 document files,
one by one, by manually filing out individual request forms on paper. BATCo then delivers hard
copies of the documents after delays ranging from 6 to 12 months. BATCo has often withheld
documents with unsubstantiated claims of privilege; there is no practical way to appeal such
assertions. Once the paper copies of documents are delivered, UCSF and its partners then have
to scan the documents and create metadata information, even though BATCo’s own internal
documents show much of the Guildford collection has been scanned. See UK Report at
322441283; see also Muggly, et al., at 1812-1819.

About half of the Guildford Depository documents are now available in BATDA
at UCSF, but BATCo’s refusal to provide indexing data or electronic images of the documents
has substantially slowed this progress and increased the costs of this project. On the current
schedule, acquiring BATCo’s documents and making them permanently available will cost
several million dollars and will take up to at least another year to be completed. As noted earlier,
there is also no meaningful process for challenging BATCo when it refuses to provide a copy of
a document.

These barriers to research and public disclosure would be eliminated if the

-10-



documents were promptly copied and made available online through the UCSF BATDA
collection. This could, in turn, be easily accomplished if BATCo was required to make the
Guildford documents available on the Internet. See UK Report 322241283, The Proposed
Judgment does provide that BATCo create and maintain an Internet document website, and the
United States’ Proposed Findings of Fact suggest that it is intended that the Guildford documents
be included on that website. See USPFOF, Section V, 1296. Nevertheless, the Judgment should
explicitly require that BATCo include on that site all (non-privileged) documents produced in the
Minnesota litigation currently housed in the public area of the Guildford Depository. Moreover,
the full contents of the Guildford Depository (either originals or copies) should also be
transferred to the Minnesota Depository, together with all current and past electronic indices and
privilege logs so that there is a permanent hard copy record to verify documents on the website.
The past indices are necessary to determine whether any material has been removed from the
Guildford Depository. The costs of this transfer should be borne by BATCo. These steps would

enable true public access to these important documents.

V. THE JUDGMENT SHOULD CREATE A PROCEDURE TO
RESOLVE PROBLEMS OF ACCESS TO DOCUMENTS

A. A Publiclv-Available Process

A key problem in creating meaningful access to documents released as a result of
prior settlements is the absence of any established process through which users of the documents
can address access, content, or functionality problems. As the evidence presented in this case
has demonstrated, the tobacco industry has a long history of employing improper and overbroad
privilege claims, and destruction of documents, to prevent disclosure of industry documents,
even when subject to court orders. See USPFOF, Section IILF., Section V, 91 89-98, 297-301
and record citations therein, see also LeGresley, Muggli, Hurt, “Playing Hide-and-Seek With the

Tobacco Industry,” 7 Nicotine & Tobacco Research 27-44 (February 2005). As outlined above,

numerous problems both with data and with website functionality have been documented by

UCSF. Researchers have also experienced multiple problems accessing documents at both the

11 -



Guildford and the Minnesota Depositories. Currently, users have no recourse for correcting
problems and errors, and even parties such as UCSF, who have the resources to pursue
corrections and fixes, have no formal means of appeal and must wait months and even years for
resolution. Two provisions could ameliorate these problems.

First, each tobacco company website should be required to identify a
representative to whom users may report problems they may encounter with content or
functionality. The designated representative should have the knowledge and authority necessary
to resolve problems. Second, members of the public should have access to an efficient and
speedy procedure to resolve document disclosure disputes that are not promptly resolved by the
designated company representative. The Judgment should include provisions authorizing the
THO to establish procedures for the resolution of such disputes that are simple, efficient,
inexpensive, accessible to non-lawyers, and quick. The IHO should be empowered to decide
complaints brought pursuant to these procedures and to order defendants to comply with the
Judgment’s document disclosure provisions. It is important that any such procedure be open
directly to users of documents, since it is they (rather than, for example, the 10) who are likely to
first recognize problems and who can best articulate their own needs and issues. The company
websites should indicate clearly how to initiate such complaints and the depositories should post
procedures visibly. The IHO should also be authorized to award reasonable costs, including
attorneys fees, to prevailing users. The University believes that such a procedure is critical to

making document disclosure meaningful

B. Review of Privileged and Redacted Documents

As meticulously set forth in the Government’s Proposed Findings of Fact, the
industry has a long history of abuse of privilege and trade secret claims. See USPFOF,
Section 111, 99 5136-5179 and record citations therein. The industry has withheld thousands of
documents from the MSA-required websites on the basis of claims of privilege. The
Government’s Proposed Judgment helps combat abusive claims of privilege by requiring that

defendants post on their Internet Document Websites detailed information about documents that

-12-



are withheld on grounds of privilege or trade secret. Nevertheless, protections against abusive
privilege or trade secret claims should be augmented by two additional provisions. First, full
biographical index data should be provided on industry sites for all privileged and trade secret
documents. Currently several hundred thousand document records are stored separately in
“Privilege Logs.” Isolating document records in “Privilege Logs” effectively impedes access to
the bibliographic data for each document, since searching the “Privilege Logs” is a separate and
cumbersome step. To improve visibility of these records, they should be integrated with the rest
of the document records in each website so that they too are retrieved by a search for documents.
They will differ from other documents in that they will not contain a URL linking the record
with a document image.

Second, Internet Docurnent Websites users should be able to contest claims
through the process described above. The THO should be permitted to conduct in camera review
of documents whose privileged or trade secret status is contested either by users or the 10.
Where the IHO determines such documents are not properly withheld from disclosure under the
Judgment — for example, because they are not properly privileged, because the privilege has been
waived, or because the claim of privilege has been previously found invalid - the IHO should be
empowered to order the documents be disclosed. Defendants’ interests may be protected by a
provision in the Judgment stating that the IHO’s determination that documents must be disclosed
shall not prejudice the ability of defendants to contest admissibility for reasons of privilege in

any future litigation.

C. Penalties for Repeated Violation of Document Disclosure Requirements

As described above, tobacco companies have repeatedly engaged in a variety of
tactics to jmpede public access to documents or to thwart full disclosure. Under the current
regime, they can do so essentially without consequence. Furthermore, because of the number of
documents involved and the potential need for users to repeatedly challenge industry compliance
failures, defendants may be tempted, even if an efficient remedial process is established, to be

recalcitrant in fully complying with disclosure requirements, since they are more likely to be able
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to bear the cost of even an informal procedure than are users. To create a disincentive for
recalcitrance, the IO should be empowered to propose, and the THO to impose, penalties on

companies that engage in a pattern of repeated violations of document disclosure requirements.

VL. THE JUDGMENT SHOULD PROHIBIT DEFENDANTS FROM
COLLECTING AND USING INFORMATION ABOUT THE USERS
OF INTERNET DOCUMENT WEBSITES OR DEPOSITORIES

There is substantial evidence that defendants have made a practice of tracking the
identity of users of document depositories and websites and the documents they are reviewing,
and that tobacco industry lawyers have used that information. USPFOF, Section V 9 286;
Memorandum Opinion 332 at p. 2; see also Muggli ME, LeGresley EM, Hurt RD, Big Tobacco
Is Watching; British American Tobacco’s Surveillance and Information Concealment at the
Guildford Depository, Lancet 2004; 363 (9423). 1812-18169.

Library policies typically prohibit tracking individual user activity, and strictly
limit the use of such information. See, e.g., UCSF Library Privacy Statement

(http://www library.ucsf edu/info/policies/privacy.html). Similarly, the ethical standards of the

American Library Association provide that “We protect each library user’s right to privacy and
confidentiality with respect to information sought or received and resources consulted, borrowed,

acquired or transmitted.” See http://www.ala.org/ala/oif/statementspols/codeofethics. html.

These policies recognize that, even where a neutral library is involved, monitoring individual
usage is improper and creates a chilling effect on research. The problem is, of course,
substantially compounded where the monitoring agent is the subject of the research.
Accordingly, the Judgment should expressly prohibit defendants from recording or tracking user
activity.

VII. THE JUDGMENT SHOULD ADDRESS A NUMBER
OF TECHNICAL DOCUMENT DISCLOSURE ISSUES

Based on its experience dealing with existing tobacco company document
websites, the University proposes the following technical enhancements to the United States’

Proposed Judgment, all of which will help assure better public access to disclosed documents.
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1. Web Links
The Proposed Judgment requires that defendants “shall provide links to their

Internet Document websites from any and all publicly-accessible company websites™ but is not
specific about where within those sites the links should appear. The University proposes that the
Judgment specify that links to industry documents websites appear in the main menu of all pages
of industry corporate/company websites, so the link is readily accessible to the public. (For
example, it should require that on the RIR CORPORATE homepage and all sub-pages the main
navigational menu include a link to the RJIR DOCUMENTS website.)

2. Indexing Fields

Each document must have a permanent unique document identification that does
not change when the website is changed. Changes in document IDs have created a variety of
problems in usability of the industry sites and violate a basic principle of database design. Each
record should have only one identifier and it should be unique.

Dates must be recorded in the standard ISO format with 8 digits - YYYYMMDD,
with unknown dates recorded as 00000000. Estimated dates can have “/e” following the 8 digit
ISO standard date. Variations in date format on industry sites have substantially increased the
time and expense of accessing and indexing documents.

Every record should have a “date posted” field that reflects the date it was first
posted to the website that should never change. If records are changed, there should be a “date
modified” field that is updated when the record is changed. Any changes to content, including
additions or deletions of existing records and additions or deletions of metadata to existing
records must be noted. These requirements will prevent the mysterious deletions and additions

of documents and information that have often been a problem on the industry sites.

3. Metadata for Document Additions

Company websites should be required to provide monthly update files of
document metadata (referred to in the Judgment as “bibliographic fields”) in XML format, a

common data format standard used worldwide. A document’s XML record should include the
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URL that points to the document image. The precise definition of the elements of the record

should be publicly available on the company websites, as well as the corresponding XML codes.

4. Large Document Accessibility

Because attempts to download large documents almost inevitably fail, documents
more than 500 pages should be broken into sub-documents no longer than 500 pages. The
indexing metadata should indicate which sub-documents are related to each other and the order

to assemble them into the original larger document.

5. E-mail Attachments

As described above, the failure of industry websites to include attachments with
e-mail can be a significant problem. The Court should require that all e-mail attachments be

provided in the same document as the e-mail that transmits the attachment.
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VIII. CONCLUSION
Exhibits C and D to this Brief set forth specific language that the University

proposes be substituted for Sections IV.F and VLD, respectively, of the United States’ Proposed

Final Judgment and Order. For the foregoing reasons, the Court should order those remedies.

Dated: August 24, 2005 JAMES E. HOLST
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University of California
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A. A number of important reports using tobacco industry documents relating to the
international issues found at various web sites.

[. From the World Health Organization:

Voice of Truth: Multinationa! Tobacco Industry Activity in the Middle East: A Review of Internal
Industry Documents.

Tobacco Company Strategies to Undermine Tobacco Control Activities at the World Health
Organization. (Geneva: World Health Organization, 2000), 247 pp
www.who.int/tobacco/policy/industry conduct/en/index.htm|

Towards Health with Justice. Litigation and public inquiries as tools for tobacco control.
http://www.who.int/tobacco/resources/publications/en/

'Profits Over People: Tobacco Industry Activities to Market Cigarettes and Undermine Public
Health in Latin America and the Caribbean.
http://www.paho.org/English/HPP/HPM/TQH/profits _over_people.pdf

*Hirschhom N. The Tobacco Industry Documents. What They Are, What They Tell Us, And How
To SearchThem. Practical Manual. 2™ Edition 2005
http://Awww.who.inttobacco/surveillance/ti_monitoring/en/

*Drope J. The development of Philip Morris's position on ETS for its website.
http://www.who.int/tobacco/surveillance/ti_monitoring/en/ 2005
2. From the Intermnational Consortium of Investigative Journalists:

Tobacco companies linked to criminal organizations in lucrative cigarette smuggling (30
articles): http://www.public-i.org/search.aspx?strSearch=smuggling&ddiType=articles

Coates B. Cigarette company documents outline strategy to derail global tobacco treaty. 19
March 2005. http:/fwww_public-i.org/report.aspx?aid=85&sid=200

3. From the Royal Canadian Mounted Police (investigation of smuggling):

Information to Obtain a Search Warrant To be executed against: Imperial Tobacco Canada
Limited. Author: Marc Roussy, Agent de la paix [Peace Officer}, Gendarmerie Royale du
Canada [Royal Canadian Mounted Police]. 22 November 2004.

http://www.smoke-
free.ca/ITL%20search%20warrant/November%202004 %20 TL %20search %20warrant%20&%2
Oaffidavit. pdf

4. From Action on Smoking and Health (ASH) /UK:

BAT and tobacco smuggling.



http:/fAwww.ash.org.uk/htmi/smuggling/htmi/smugglingbat.htmi

Joosens L, Raw M. Turning off the tap: An update on cigarette smuggling in the UK and
Sweden, with recommendations to control smuggling.
http://www/ash.uk.org.uk/luk/lukdocs/tumingoffthetap.pdf

*BAT in its own words: tobacco company papers show truth behind greenwash.
http://www.ash.org.uk/ {Link to “press releases.”)

The cigarette "transit road" to the Islamic Republic of Iran and kraq. Illicit tobacco trade in the
Middle East. Cairo: WHO, 2003 WHO-EM/TFI/011/E/G/07.03/1000)
http://www.emro.who.int/tfi/TFliranirag.pdf

Tobacco explained: The truth about the tobacco industry in its own words.
http://www.ash.org. uk/html/conduct/htmi/tobexpld.html

Trust us: We're the tobacco industry (co-produced with the Campaign for Tobacco Free Kids,
USA, in English and Spanish).
hitp:/Amww.ash.org.uk/html/conduct/html/trustus. htmil

http://tobaccofreekids.org/campaign/global/fframework/docs/TrustUs. pdf
http:/ftobaccofreekids.org/campaign/global/framework/docs/TrustUsSpanish.pdf
Bates C, Connolly GN, Jarvis M. Tobacco additives: cigarette engineering and nicotine

addiction.
http:/fwww.ash.org.uk/html/regulation/html/additives.html

Hastings G, Macfadyen L. Keep smiling. No one's going to die!
http://www.marketing.strath.ac. uk/ctcr/publications/KeepSmilingReport. pdf

ASH/UK publications for sale: http:/Awww.ash.org.uk
Big Tobacco & Women -- What the tobacco industry’s confidential documents reveal.

Low tar -- why low tar cigarettes don't work and how the tobacco industry has fooled the
smoking public.

Danger! PR in the playground. Tobacco industry initiatives on youth smoking.

5. From Campaign for Tobacco-Free Kids:

Hlegal Pathways to lilegal Profits. The Big Cigarette Companies and International Smuggling.
(In English and Spanish.)

http://www.tobaccofreekids.org/reports

http:/ftobaccofreekids.org/campaign/global/framework/docs/SmugglingSpanish. pdf.



6. From Tobacco Control: Free PowerPoint presentations:

http://tc.bmijjournals.com/misc/powerpoint. shtmt

*7. From Christian Aid (UK), with Action on Smoking and Health and Friends of the Earth:

*BAT’s Big Wheeze. The Alternative British American Tobacco Social and Environmental
Report. 2004. http://www.christian-aid.org.uk/indepth/404bat/index.htm

*8. From Physicians for a Smoke-Free Canada and Health Canada

Collishaw NE. From Montreal to Minnesota: following the trail of Imperial Tobacco’s documents.
September 1999. http://iwww.smoke-free.ca/pdf_1/MONTMINNnov1.pdf

Collishaw NE. Manipulation. The story of Imperial Tobacco and its cigarettes. October 1999.
http:/imvww.smoke-free.ca/pdf_1/manipulatione.pdf

Callard C. The golden years of the CTMC 1962-1987. 31 May 2000.
http://www.smoke-free.ca/pdf_1/documentresearchpdf/CTMCHistory. PDF

Collishaw N. Selling smokes to starters. 31 May 2000.
http://www.smoke-free.ca/pdf_1/documentresearchpdf/SmokestoStarters. PDF

Collishaw N. The story of Player’s Lights. 31 May 2000.
http://www.smoke-free ca/pdf_1/documentresearchpdf/playerslights.PDF

Dewhirst T. Tobacco Promotions Appealing to Male Youths in Canada: Positioning Cigareties
as Symbols of Masculinity, Independence, Rebelliousness, Excitement, and Adventure.

31 May 2000.
http://www.smoke-free.ca/pdf_1/documentresearchpdf/Tim-No-Tobacco-Day . PDF

Edwards K. Getting the Pack to Speak for Itself: Cigarette Packaging in the Face of Restrictions
on Advertising. 31 May 2000.
http://www.smoke-free.ca/pdf_1/dacumentresearchpdf/PackageSpeaking. PDF

Collishaw N. Tales of toxic tobacco. 31 May 2000.
http://www.smoke-free.ca/pdf_1/documentresearchpdf/toxictobacco.PDF

Calllard C. 40 years of research: no Holy Grail. 31 May 2000.
http://iwww_smoke-free.ca/pdf_1/documentresearchpdf/noholygrail. PDF

Collishaw N. From Lights to Brighter Lights: The Re-engineering of Canadian
Cigarettes. 31 May 2000.



http:/ivww.smoke-free.ca/pdf_1/documentresearchpdf/LightstoBrighterLights.PDF

Elasticity and Canadian cigarettes. 6 June 2001.
http://iwww_smoke-free.ca/eng_research/elasticity.htm

How tobacco advertising works. August 2002.
http:/iwww.smoke-free.ca/pdf_1/adbrochure-howadswork.pdf

Cigarette marketing in Canada. Lifestyle studies. September 2002.
http://Amww.smoke-free.ca/pdf_1/adbrochure-documents.pdf

Cigarette marketing in Canada. Event sponsorship. September 2002.
http:/Avww.smoke-free.ca/pdf_1/adbrochure-currentactivities.pdf

Reducing harm or increasing profit? August 2002.
http:/Avww.smoke-free.ca/pdf_1/Reducing%20harm%:20increasing%20profit. pdf

Behind the scenes: how Canadian tobacco companies orchestrated the war on smoking bans.

February 2003.
http://www.smoke-free.ca/pdf_1/ventilation.pdf

A comprehensive plan to end the ‘light’ and ‘mild’ deception. January 2005.
http://www_smoke-free.ca/pdf_1/Endingthedeception-2005.pdf

B. Books and book chapters discussing or using tobacco industry documents

ASPECT Consortium. Tobacco or Health in the European Union. Past, Present and Future.
European Commission Directorate-General for Health and Consumer Protection. Luxembourg:
Office for Official Publications of the European Communities, 2004. Chapters 3 (Joossens L.,
Raw M, Godfrey F. The development of European tabacco-control policy), 6 (Hastings G, Angus
K. The influence of the tobacco industry on European tobacco-control policy)

Feldman EA, Bayer R (editors). Unfiltered: Conflict Over Tobacco Policy and Public Health.
Cambridge Massachusetts: Harvard University Press, 2004. Chapters 4 (Bailard J. The politics
of tobacco control in Australia: International template?), 9 (Gilmore A, McKee M. Tobacco-
control policy in the European Union), 10 (Brandt AM. Difference and Diffusion: Cross-cultural
perspectives an the rise of anti-tobacco policies)

*Gilmore A; Osterberg E, Heloma A, Zatonski W; Delcheva E, McKee M.. Chapter 14. Free
trade versus the protection of health: the examples of alcohol and tobacco. In:

Health Policy and European Union enlargement. MacLehose L, McKee M, Nolte E

(eds). (Milton Keynes, England: Open University Press, 2004)

Glantz SA, Slade J, Bero LA, Hanauer P, Barnes DE.The Cigarette Papers. Berkeley:University
of California Press, 1996



Glantz SA, Balbach ED. Tobacco War. Inside the California Battles. Berkeley: University of
California Press, 2000

Hiilamo H. Manufacturing Lies: Tobacco Industry Research Funding In Finland. Helsinki: ASH
Fintand, 2004 [In Finnish].

Hilts PJ. Smokescreen. The Truth Behind the Tobacco Industry Coverup. New York: Addison-
Wesley Publishing Company, 1996

Kessler D. A Question of Intent. A Great American Battle with a Deadly Industry. New York:
Public Affairs Press, 2001

Kluger R. Ashes to Ashes. America's Hundred-Year Cigarette War, the Public Health, and the
Unabashed Triumph of Philip Morris. New York: Knopf, 1996

Lovell G. You Are the Target. Big Tobacco: Lies, Scams — Now the Truth. Vancouver, British
Columbia: Chryan Communications, 2002

Parascandola M. “Safer” cigarettes.” In: Scribner's Tuming Points in History. Jordan Goodman,
Marcia Norton, Mark Parascandola, editors. Farmington Hills, Michigan: Macmillan/Scribner,
2004, pp. 505-509

Pertschuck M. Smoke in Their Eyes. Lessons in Movement Leadership from the Tobacco Wars.
Nashville: Vanderbilt University Press, 2001

Pringle P. Comered. Big Tobacco at the Bar of Justice. New York: Henry Holt and Company,
1998

Rabin RL. The Third Wave of Tobacco Tort Litigation. Ch. 7 in: Regulating Tobacco. RL Rabin,
SD Sugarman, eds. New York: Oxford University Press, 2001

Ryback DC, Phelps D. Smoked. The Inside Story of the Minnesota Tobacco Trial. Minneapotlis:
MSP Books, 1998

Slade J. Marketing Policies. Ch. 4 in: Regulating Tobacco. RL. Rabin, SD Sugarman, eds. New
York: Oxford University Press, 2001

Vateesatokit P. Tailoring Tobacco Control Efforts to the Country: The Example of Thailand.
Ch. 7, in:Tobacco Control Policy. Strategies, Successes & Setbacks. J De Beyer and LW
Brigden, eds. Washington DC: World Bank and RITC, 2003

C. Peer-reviewed publications based on document research (by topic), 1991-2004.
(This portion updates the 1995-March 2002 inventory of Ross MacKenzie, Jeff Collin and Kelley
Lee: The tobacco industry documents: an Introductory handbook and resource guide for
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Attachment B

1. Landman A, Ling PM, Glantz SA. Tobacco industry youth smoking prevention
programs: protecting the industry and hurting tobacco control. American Journal

of Public Health 2002:92:917-930

~-Explains how the tobacco industry uses its “youth smoking prevention”
programs to undermine efforts to reduce tobacco use around the world. This
article describes how programs like “We Card” and “Action Against Access” have
helped the industry maintain access to youth for gathering marketing data, and
how these programs have helped the industry defeat adverse legislation,
influence government ministries and legislative processes in countries around the

world.

2. Neilsen K, Glantz SA. A tobacco industry study of airline cabin air quality:
dropping inconvenient findings. Tobacco Control 2004;13 Suppl 1:120-29

--Describes a major tactic the tobacco industry used in its attempts to reverse or
delayin-flight smoking restrictions. Explains how, as a result of this industry
interference, airline patrons and employees (particularly flight attendants)
continued to be exposed to secondhand smoke on the job in amounts which the
industry’s own consuitants noted exceeded international standards.

3. Ong E, Glantz S. Tobacco industry efforts subverting the International Agency
for Research on Cancer's second-hand smoke study. Lancet 2000;355:1253-1259

--Reveals that the Philip Morris tobacco company (PM) spearheaded an inter-
industry, three-prong strategy to subvert the International Agency for Research
on Cancer {IARC) as IARC prepared to publish a study on the health effects of
secondhand tobacco smoke. 1t divulges how Philip Morris developed industry-
directed research specifically designed to counter the IARC's anticipated
findings, and how PM designed a communications strategy to shape opinion on
the report by manipulating the media and the public.

4. Francey N, Chapman S. Operation Berkshire: the international tobacco
companies' conspiracy. BMJ 2000; 321:371-374

--This article describes the major international tobacco companies’ private
collusion, starting in1977, to refuse to acknowledge that smoking causes lung
cancer, heart disease, emphysema, and other serious diseases. Describes the
organizations, associations, task forces, and other mechanisms the tobacco
industry put in place worldwide to manufacture a “smoking and health

controversy.”



5. Muggli ME, Hurt RD, Blanke DD. Science for hire: a tobacco industry strategy to
influence public opinion on secondhand smoke. Nicotine & Tobacco Research
2003;5:303-314

-- A review of internal tobacco company documents that reveals that members of
the tobacco industry and its corporate attorneys created an international scientific
consultants program to influence public opinion on environmental tobacco smoke
(ETS). This program was shaped to protect the industry from international threats
of smoking restrictions. Additionally, this program was used to promote a
scientific backdrop supporting the industry’s position on ETS that differed from
regulatory agencies and published scientific research. This report details the
pervasive nature of the industry's so-called “ETS Consultants Program,” outlines
the wide range of activities undertaken by the consultants, and highlights the role
of the industry’s corporate attorneys in creating and managing this program.

6. Muggli ME, Hurt RD, Repace J. The tobacco industry's political efforts to derail
the EPA report on ETS. American Journal of Preventive Medicine 2004;26:167-1 77

--This report demonstrates the powerful influence that the industry has on federal
regulatory agencies. It shows how a single member of the U.S. Congress, his
staff, tobacco industry attorneys, and executives worked together aggressively to
delay the 1993 EPA risk assessment on secondhand smoke. It describes how
their efforts placed a cloud over the validity of the EPA’s conclusions that was not
fully vindicated until December 2002, when the U.S. 4th Circuit Court of Appeals
overturned a tobacco industry lawsuit against the EPA.

7. White J, Bero LA. Public health under attack: the American Stop Smoking
Intervention Study (ASSIST) and the tobacco industry. American Journal of Public
Health 2004;94.:240-250

--This study analyzed tobacco industry documents to discover the industry’s
response to the largest tobacco control effort ever undertaken in the U.S., the
American Stop Smoking Intervention Study (ASSIST). It found that the tobacco
industry considered ASSIST a major threat due to its emphasis on policy and
creation of local tobacco control infrastructures. The industry mobilized resources
for a well-coordinated attack on ASSIST. Documents reveal that the industry
mounts a vigorous response to policy advocacy efforts, particularly at the local
level.

8. Bates C, Connolly GN, Jarvis M. Tobacco additives: cigarette engineering and
nicotine addiction.
hitp://www.ash.org.uk/htmi/regulation/html/additives.htmi

--This report based on industry documents highlights concerns about cigarette
design and additives, specifically additives that free-base nicotine, encourage the
formation of nicotine receptors in the brain, dilate and numb airways, make



cigarette more palatable to children, and contribute pharmacologically active or
toxic substances when burned. Other concerns are additives that help the
industry circumvent the US Federal Trade Commission (FTC) machine
measurements of tar and nicotine levels.

9. Tobacco Company Strategies to Undermine Tobacco Control Activities at the
World Health Organization. (Geneva: World Health Organization, July, 2000}, 247 pp
www.who.int/tobacco/policy/industry conduct/en/index.htmil

--Industry documents reveal that tobacco companies view the World Health
Organization (WHO) as one of their leading enemies and saw themselves in a
pitched battle against WHO. The report shows that the tobacco companies
fought WHO's tobacco control agenda by staging events to divert attention from
the public health issues raised by tobacco use, attempting to reduce budgets for
WHO's scientific and policy activities, pitting other United Nations agencies
against WHO, seeking to convince developing countries that WHO's tobacco
control program was a “First World” agenda being carried out at the expense of
the developing world, distorting the resuilts of important scientific studies on
tobacco, and discrediting WHO as an institution.

10. Collin J, LeGresley E, MacKenzie R, Lawrence S, Lee K. Complicity in contraband:
British American Tobacco and cigarette smuggling in Asia. Tobacco Control 2004, 13
(Suppl 2):ii104-ii111

-- This analysis of previously confidential documents from British American
Tobacco's (BAT’s) Guildford depository demonstrates the strategic importance of
cigarette smuggling across global, regional, national, and local levels.
Particularly important in Asia, the paper reveals, engaging in contraband
activities enabled tobacco companies to access to closed markets, create
pressure for market opening, and reap high profits. Documents demonstrate
BAT's detailed oversight of illicit trade, and their seeking to reconcile the
conflicting demands of control over these markets, and deniability of their
engagement in them.

11. Hurt R, Robertson C. Prying open the door to the tobacco industry's secrets
about nicotine. JAMA 1998;280:1173-1181

-- This review of internal company documents from the1950s revealed industry
acknowledgment of the scientific evidence of nicotine's addictive properties and
the link between illness and cigarette smoking. It shows that the industry
internally acknowledge nicotine's addictive properties by 1963, but failed to
reveal this to the public. Other documents reveal a long-standing recognition
inside the industry of the pharmacological effects of smoking and nicotine,
including both addiction and tolerance.



12. Leavell N. The low tar lie. Tobacco Control 1999;8:433-439

-- Reveals that while the tobacco industry publicly vowed to place the public's
health above every other facet of its business, it privately acknowledged its
inability to create a safe product. This review of documents reveals that the
industry engineered low tar cigarettes to maintain addiction, and marketed low tar
cigarettes in a way that promoted the public’s perception of safety.

13. Glantz, Stanton A., Slade, John, Bero, Lisa A., Hanauer, Peter and Barnes,
Deborah E., editors The Cigarette Papers. Berkeley: University of California Press,

c1996
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--In May 1994 a box containing 4,000 pages of internal tobacco industry
documents arrived at the office of Professor Stanton Glantz at the University of
California, San Francisco. The anonymous source of these "cigarette papers”
was identified only as "Mr. Butts." These documents provided one of the earliest,
most complete and most shocking inside accounts of the activities of one
tobacco company, Brown & Williamson, over more than thirty years. The
Cigarette Papers quotes extensively from the documents themselves, analyzes
what they reveal, shows what the tobacco companies have long known and has
galvanized many since that time to take action.



Attachment C

Amicus, The Regents of the University of California, proposed revisions to United
States’ Proposed Final Judgment and Order, Section [V.F.

F. Document Disclosure

1. Defendants Philip Morris, R.J. Reynolds, Lorillard, Brown & Williamson,
CTR, and TI will maintain Internet Document Websites until June 30, 2030 at their

expense. A link to each defendant’s Internet Document Website, reasonably describing

the Website. shall appear on the main menu of all pages of each defendant’s corporate

website. These Defendants shall maintain on their Internet Document Websites the
documents and bibliographic information that currently appear on their respective
Internet Document Websites as well as the additional documents and bibliographic
information described below. These Defendants shall provide links to their Internet

Document Websites from any and all publicly-accessible company websites.

2. Defendants BATCo and Liggett shall create and maintain at their expense
Internet Document Websites until June 30, 2030. The BATCo and Liggett Internet
Document Websites shall be created and publicly accessible no later than 60 days from
the date of this Final Judgment and Order. BATCo and Liggett shall provide links to
their Internet Document Websites from any and all publicly-accessible company

websites.

3. Defendants shall add documents and bibliographic data to the websites as

follows:



a. Defendants shall add the following additional documents: (1) all
documents produced to the United States in this action; (2) all documents
produced on or after the date of this Final Judgment and Order in any
court or administrative action in the United States concerning smoking and
health, marketing, addiction, low-tar or low-nicotine cigarettes, or less
hazardous cigarette research; (3) all transcripts of depositions and letter of
request testimony (with corresponding exhibits if not already on the
website) given by any of their current or former employees, officers,
directors, corporate designees, attorneys or agents, in this action or in any
court or administrative action in the United States concerning smoking and
health, marketing, addiction, low-tar or low-nicotine cigarettes, or less
hazardous cigarette research; such transcripts shall be in machine-readable
text if received or available from the court reporter; and (4) Disaggregated
Marketing Data, including Disaggregated Expenditure Data and
Disaggregated Sales Data (see Section IV.F.7, infra). Philip Morris shall
provide on its website all such documents produced by, pertaining to, or

concerning Altria. BATCo shall provide on its website all documents

contained in its Guildford, England Document Depository. BATCo shall

also deposit copies of all documents contained in its Guildford, England

Document Depository in the Minnesota Depository. Liggett shall provide

on its website all documents Ligeett previously produced to the Minnesota

Depository.



b. Defendants shall add these additional documents (and data newly required
by this Final Judgment and Order) to their respective Internet Document
Websites within 45 days of the date of production, in the case of
documents; within 45 days of receipt of the transcript, in the case of
depositions and letter of request testimony; within 45 days of the effective
date of this Final Judgment and Order in the case of existing

Disaggregated Marketing Data and the BATCo Guildford Depository

Documents; and within 45 days of the end of each calendar year for
Disaggregated Marketing Data required to be disclosed in the future (see
Section IV.F.7, infra). These requirements are subject to Section IV.F.8

concerning documents under court order or ruling.

c. [Each Internet Document Website shall provide, and be searchable by, the
following bibliographic fields for all documents (1o matter whether
images are provided or are withheld on grounds of privilege or

confidentiality):
1. Document ID
1.  Master ID
il Other Number
iv.  Document Date
v.  Primary Type
vi.  Other Type

vii.  Person Attending



Viii.

1X.

xi.

Xii.

X111

Xiv.

XV.

XVi.

XVIl.

XVIil.

Xix.

XX.

xxi.

XXI1.

XXiil.

XXiv.

XXV,

XXVL

Person Noted

Person Author

Person Recipient
Person Copied

Person Mentioned
Organization Author
Organization Recipient
Organization Copied
Organization Mentioned
Organization Attending
Organization Noted
Physical Attachment 1
Physical Attachment 2
Characteristics

File Name

Site

Area

Verbatim Title

Old Brand



XXVIIL.

XXV

XXix.

XXX.

XXXI1.

XXXil.

XXXitl.

XXXIV.

XXXYV.

XXXVI.

XXXVii.

Primary Brand
Mentioned Brand
Page Count

Live hyperlink to document image {(except where image is
withheld) with a permanently-assigned URL

Court or administrative action in which document was
produced or transcript taken, including case title(s), action

number(s), court(s) or administrative body(ies)

Date on which document was produced or transcript was

received
Date hard copy was produced to Minnesota Depository

Box number in which hard copy was produced to Minnesota

Depository

Information regarding divided large documents as set forth in

Section IV.F.4.g, below.

The date on which the document was originally posted to the

Internet Document Website

The date on which any modifications of the document or any of

the bibliographic information set forth were made and a

description of the modifications




All date fields must be recorded in the standard ISO format—

YYYYMMDD, with unknown dates recorded as 00000000. Where dates

are estimated, “/e” shall be added to the date field. In addition, defendant

BATCo’s bibliographic fields shall include the File Number, File Owner,
and File User fields that it used in this action, and its website shall identify

the Folder Number prefixes.

The Internet Document Websites shall also provide, and be searchable by,
the above fields for documents withheld from the website on grounds of
privilege (“the privilege log”), and for documents withheld from the
website on grounds that they contain trade secret information (“the
confidential document index”). Each Internet Document Website’s
privilege log shall also provide fields stating the basis for the privilege
assertion with sufficient detail to allow an opposing party, the 1O, the
THO, or the Court to assess the soundness of the assertion, and, similar to
Order #51, T 1I1.G.9 in this action, a statement of whether the claimed
privilege has ever been (i) expressly waived, or (ii) ruled waived, invalid,
inapplicable or unenforceable for any reason by a court, with a
specification of the case title(s), action number(s), court(s), date(s) of
waiver or decision, and Document ID(s) for such waivers, orders and
decisions. Each Internet Document Website shall provide a copy of all
such waivers, orders and decisions (and underlying judicial materials such
as magistrate judge reports and recommendations). Defendants may

withhold the title of documents withheld on grounds of privilege 1f the



document title, without reference to the document’s contents, reveals
privileged information, with the restriction that the title must be provided
where a Defendant has previously waived privilege over the document

title, e.g., pursuant to Order #75, 9 8 in this action. Where a document

title is withheld, defendants must provide such record a title describing the

contents in language that does not reveal privileged information. The

privilege logs shall be integrated with other information on the Internet

Document Websites such that a single search will produce responsive

document information whether or not the document appears on the

privilege log.

e. Each Internet Document Website shall provide a glossary that identifies,
and is searchable by, the persons referred to in its privilege log and 1its
confidential document index, by name and relationship to the parties in the

relevant actions.

f Each Internet Document Website shall provide its bibliographic data
index, privilege log, confidential document index, and glossary in a format
suitable for downloading (e.g., comma separated value (CSV) file,
compressed in a ZIP or similar format). In addition, monthly update files
shall be provided in a format suitable for downloading, and shall be

maintained on the website for 12 months.

g. Documents of more than 500 pages shall be divided into sub-documents

no longer than 500 pages. The bibliographic data shall indicate which




5.

subdocuments are related to each other and the correct order to assemble

them into the original larger document.

Electronic mail documents shall include all attachments ortginally sent

with the electronic mail message.

Defendants Philip Mortis, R.J. Reynolds, Lorillard, Brown & Williamson,

CTR, TI, BATCo, and Liggett shall, at their expense, produce documents to the

Minnesota Depository created in Minnesota v. Philip Morris Inc., No. C1-94-8565 (Minn.

Dist. Ct.), or its successor, as follows:

6.

a. These defendants shall produce to the Minnesota Depository hard copies

of all documents described in Section IV.F.3.a.

These documents shall be produced to the Minnesota Depository within 30
days of being produced in the pertinent litigation or administrative
proceeding (or received from the court reporter). This requirement is
subject to Section IV F.8 below concerning documents under court order

or ruling.

Each production of documents to the Minnesota Depository shall include
an index of the documents produced in that production, with the fields

specified in Section IV.B.3.c, in both hard copy and electronic form.

Defendants shall continue to fund and produce documents to the

Minnesota Depository until June 30, 2030.

A Defendant may redact from a document placed on its Internet Document

Website or produced to the Minnesota Depository individual Social Security numbers,



home addresses, and home telephone numbers. Such redactions shall indicate that

confidential personal information has been redacted. Wherever less than the entirety of a

document is subject to a claim of privilege or trade secret pursuant to Section IV.F.8

below, Defendants shall produce the document in redacted form on their Internet

Document Website and to the Minnesota Depository. Such redactions shall indicate that

privileged or trade secret information, as pertinent, has been redacted.

7.

Disclosure of Disaggregated Marketing Data.

Each Defendant Cigarette Manufacturer shall be required to disclose all

Disaggregated Marketing Data on its Internet document website.

. All Disaggregated Marketing Data for the period 1971-2004 shall be

placed on each Defendant Cigarette Manufacturer’s respective Internet
document website within 45 days of the effective date of this Final

Judgment and Order.

Disaggregated Marketing Data for 2005 shall be placed on each Defendant
Cigarette Manufacturer’s respective Internet document website by the later
of February 14, 2006 or 45 days from the effective date of this Final

Judgment and Order.

. Disaggregated Marketing Data for subsequent years (2006-2029) shall be

placed on each Defendant Cigarette Manufacturer’s Internet Document
website annually by February 14 of each following year. For example,

Disaggregated Marketing Data for 2006 shall be placed on each Defendant



8.

Cigarette Manufacturer’s respective Internet document website no later

than February 14, 2007.

Disaggregated Marketing Data shall be accessible via a direct Iink from
the entry page, or home page, of each Defendant’s respective Internet

document website.

Disaggregated Marketing Data shall be maintained in the databases and
formats maintained by Defendants, and all reports generated from such
Disaggregated Marketing Data shall be made available on each Defendant

Cigarette Manufacturer’s respective Internet document website.

In addition, each year’s Disaggregated Marketing Data shall be separately
maintained in a format suitable for downloading (e.g., comma separated

value (CSV) file, compressed in a ZIP or similar format). All data fields

shall be specified.

This Final Judgment and Order does not require any Defendant to place on

its Internet Document Website or in the Minnesota Depository documents that: (1) it

continues to claim to be privileged or a trade secret in the document’s entirety, or

(2) continue to be subject in the document’s entirety to any protective order, sealing order

or other order or ruling that prevents or limits the pertinent Defendant from disclosmg

such documents. As in Order #36, a “trade secret” is defined as information, including a

formula, pattern, compilation, program, device, method, technique or process that (a)

derives independent economic value, actual or potential, from not being generally known

to the public or to other persons who can obtain economic value from its disclosure and

use; and (b) is the subject of efforts that are reasonable under the circumstances to



maintain its secrecy. However, the foregoing exceptions shall not apply to documents
which a Defendant continues to claim to be privileged but which this Court ordered
produced in this action; and shall not apply to documents which a Defendant continues to
claim to be trade secret or contain confidential or proprietary business information, or
which continue to be subject to any protective order, sealing order or other order or ruling
that prevents or limits the pertinent Defendant from disclosing such documents, if this
Court overruled such assertions and/or the pertinent Defendant did not make such
assertions to prevent the documents from being used in open court during this action.

Defendants may not remove document images or bibliographic information, other than

for claims of privilege or trade secret status, without prior express approval of the 10.

9. The foregoing provision shall not limit the right of the IO, IHO, the United
States Department of Justice or the District Court to inspect and copy any of Defendants’
documents pursuant to any of the provisions of this Final Judgment and Order, including
documents that a Defendant claims to contain a trade secret or proprietary business
information, or continue to be subject to any protective order, sealing order or other order
or ruling that prevents or limits a Defendant from disclosing such documents; except that
this provision shall not apply to any document over which a Defendant maintains a
legitimate claim of privilege. Such documents may be reviewed only by the Independent

Hearing Officer or the District Court in camera.

10. Because the economic value of many trade secrets substantially declines
with the passage of time, Defendants shall review all trade secret assertions every three

years to determine whether they still satisfy the definition of trade secret in Section



IV.F.8. The first review shall be complete within 1 year of this Final Judgment and

Order.

11.

User complaint resolution procedure:

Each of the defendants shall display prominently on its Internet Document

Website contact information for a company representative to whom users

may direct complaints, requests, or inquiries regarding the defendant’s

obligations under Section IV.F. Such representative shall be available

durine normal business hours to receive cormmunications from users, shall

be familiar with defendant’s Internet Document Website and shall be able

and authorized to address and resolve issues that may be reasonably

expected to arise regarding the functionality, content, and accessibility of

the Internet Document Website. Similar information should be displayed

prominently at the depositories.

Users who have raised a complaint, request. or inquiry with the designated

company representative pursuant to Section IV.F.11.a, above, but have

failed to obtain a prompt resolution may file a complaint with the THO.

The IHO shall establish procedures for the adjudication of complaints filed

pursuant to Section TV.F.11.b. Such procedures shall be efficient, shall

minimize cost to the parties, shall be accessible to non-lawyer users, and

shall permit prompt resolution of disputes, in most cases in less than 30

days. The procedure shall also provide that all submissions in connection

with any complaint shall be served on the 10 who will have the option to

intervene as a party to the procedure.




d. Each of the defendants shall display on its Internet Document Website the

complaint resolution procedure adopted pursuant to section IV.F.11.c.

Similar information should be displayed prominently at the depositories.

e. Where complaints filed under section IV.F.11.c involve challenges to

defendants’ withholding of documents from the Internet Document

Website on the basis that the documents are claimed to be privileged or

contain trade secret information, the THO shall be authorized to conduct an

in camera review of the relevant documents, determine whether they were

properly withheld from the Internet Documents Website, and, if

appropriate, order that the documents be posted on the Internet Documents

Website pursuant to the provisions of this section. Any such

determination by the IHO will be without prejudice to the defendant’s

right to arpue in any subsequent litigation that the documents are

inadmissible on grounds of their privileged or trade secret status.

f Pursuant to the provisions of Section VL.C.1.m, the 10 shall be authorized

to recommend sanctions, including fines, against any Defendant, Covered

Person or Entity who is determined through the user complaint resolution

procedure to have engaged in repeated violations of the provisions of

Section IV.F. In addition, the IHO is authorized to award prevailing users

the reasonable expenses they incur, including attorney’s fees. in pursuing

complaints made under Section TV.F.11.b above.

12. Defendants and/or their representatives who operate the Internet

Documents Websites and depositories may not track, log. or otherwise record any




information about users, including but not limited to IP address or hostname, search

terms, search strategies, search results, documents downloaded, images accessed, or

bibliographic data requested, except as necessary to respond to user requests.

Information regarding individual users that is necessary to respond to user requests shall

not be used for any other purpose, provided to any person unless necessary to efficiently

respond to user requests, and shall not be retained longer than necessary to respond to

user requests.
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Attachment D:

Amicus, The Regents of the University of California, Proposed Revisions United States’s
Proposed Final Judgment and Order, Section VI.D.

D. Authority of the Independent Hearing Officer

1. The Independent Hearing Officer (“IHO”) shall have the authority
to adjudicate, pursuant to the procedures set forth in Section VL.E. below, any complaint
brought by the 10 or Final Order addressing an alleged violation of the Final Judgment
and Order, or any dispute arising under or related to any of the I0’s recommendations

made pursuant to Sections VI.C.1.hor VIL.C.1.1.

2. The THO shall have the authority to hire and/or retain personnel as
reasonably necessary to assist the IHO in carrying out his or her duties and

responsibilities pursuant to the Final Judgment and Order.

3, Pursuant to the provisions of IV.F.11. above, the IHO shall have

authoritv to adjudicate and resolve complaints brought by users of Internet Document

Websites or Document Depositories regarding defendants’ compliance with Section IV.F,

above.
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